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1. OBIIHUE INOJIOXEHUSA

Hacrosmass  IlomuTuka  sABISIETCST  TOKYMEHTOM, ONPEACISIONIMM — HaIlpaBiICHUS
JIeATEeTLHOCTH B 00J1acTH o0ecrieueHrss HHPOPMAIIMOHHON 0€301aCHOCTH, U MPEACTABISAET CO00H
CHCTEMAaTHU3UPOBAHHOE M3JIOKCHHE IIeJIe U 3a1ad MHPOPMAIIMOHHON 0€301acHOCTH, KaK OJHO
WM HECKOJBKO MPaBW, MPOIEAYP, MPAKTUYCCKUX IPHEMOB M PYKOBOISAIIUX IPUHIIUIIOB,
KOTOPBIMH PYKOBOJICTBYETCS [ OCyIapCcTBEHHOE OFOKETHOE JIOIIKOJIBLHOE 00pa3oBaTeIbHOE
yupexaenue nerckuit cax Ne 15 Ilpumopckoro paitona Cankt-IlerepOypra (mamee JOVY), a
TaKk)K€ OpPraHW3alMOHHBIX, TEXHOJIOTMYECKHX W MPOLEIYPHBIX aCHEKTOB oOecredeHus
UH(POPMALIMOHHOMN 0€30MaCHOCTH.

[Tonoxxenus wHacrosimer IlomuTukM HE pacnmpocTpaHSIOTCS Ha oOecreueHue
nH(pOpMaIMOHHOM 0€30MMaCHOCTH CBEJICHUM, COCTABIISIFOIIUX TOCYIapPCTBEHHYIO TaliHY.

OcHoBHOH 3amaueld B oOmactu wuHpopManuoHHoW Oe3zomacHoctu JIOY sBusercs
COBEPIIICHCTBOBAaHUE MEP M CPEJCTB OOCCICUCHHS 3alluThl MHGOpMAUK HHGOPMAIIMOHHBIX
pECYypcoB B KOHTEKCTE pa3BUTUS 3aKoHonarelnbcTBa Poccuiickoit dexnepanum U HOPM
perynupoBaHusl WHPOPMAITMOHHON JNEATEIHPHOCTH B TEKYIIUX YCIOBHSX (YHKIIMOHUPOBAHHS
MH(OPMALIOHHOTO MOJIS.

[Ipu pa3paborke [lONMUTHKH YYUTHIBAIUCH OCHOBHBIC MPHUHIIUIBI CO3JAHUS CHCTEM
3aIUTHl HHOOPMAITUHU, XapaKTEePUCTUKU U BO3MOXKHOCTH OpPTaHU3AIIMOHHO-TEXHUYECKUX MEpP H
COBPEMEHHBIX MTPOTPAaMMHBIX U aIlllapaTHO-MPOrPaMMHBIX CPEJICTB 3aIlMThl HH(POpMAIIUH.

B pamkax cBoeii nestensHocT JJOY 00s3yercs npeIpruHUMATh BCE BOZMOKHBIE MEPbI
JUTSL 3aIIMTHI HH(OPMALIUK OT yTpo3 6e30MmacHOCTH HHPOPMAIUH.

TpeboBanust nHGPOPMAITMOHHONH 0E30MaCHOCTH, COOTBETCTBYIOT IEISIM JCATCIBHOCTH
OV u npenna3HadeHbl sl CHUKEHHUS PUCKOB, CBSI3aHHBIX C pean3anueld yrpo3 60€301acHOCTH
uH(pOpMaLIHH.

[TonuTuka qOCTyIIHA BCEM paOOTHHKAM U BCEM IOJIb30BATEIISIM PECYPCOB.

2. IEJIA U 3AJAYU OBECITIEYEHUSI UTHOOPMAIIMOHHOM
BE3OITACHOCTM.

Cy0bexTbl HHPOPMALMOHHBINH OTHOLICHHUH

CyObexTamu pu obecredeHnn MHPOPMaITMOHHON 0e30MacCHOCTH SBISIOTCS

PabOTHHUKYU CTPYKTYPHBIX MOAPa3AeNIeHUi (B TOM YHCIIC YBOJICHHBIE);

rpaxaaHe, paboTarolue o JOroBopaM rpakJaHCcKO-IPaBOBOr0 XapaKkTepa;

¢u3nueckue auIa, NpeJCTaBUTENN KOHTPAreHTOB B paMKaxX HCIOJIHEHHs JOTOBOPHBIX
00513aTeINIbCTB;

¢busnueckue nuia, nojasire oopamenue B aapec 0V,

IOpUANYECKHE IUIla, B paMKaX HWCIONHEHUS JIOTOBOPHBIX O0O0s3aTENbCTB WM BO
UCTIOJTHEHUH TPeOOBaHUI CO CTOPOHBI 3aKOHO1aTeNbeTBa Poccuiickoii deneparuiy;

OpraHbl TOCYJapCTBEHHOM BJIACTH.

O0bexThbl HHPOPMALNMOHHBIX OTHOLICHUH

O6bexkTamMu HH)OPMALIMOHHBIX OTHOLLIEHUH SIBIISIFOTCS:

MH(OPMaLIMOHHBIE PECYPCHI;

rocyapcTBeHHbIe HHPOpMaIMOHHbIE ccTeMbl OniepaTopoM KOTophIx siBisetcs JOVY;



nporecchl  00paboTku  wHpopMmanuu B uMHPopManuoHHBIX cuctemax JIOVY,
MH(POPMALIMOHHBIE TEXHOJOTHH, PETJIAMEHTBI M MpOLexyphl cOopa, 0OpabOTKH, XpaHEHHS H
nepeaayn nHHOpMaIH;

nH(pOpMaIMOHHAA HHPPACTPYKTYPa, BKIOUAIOLIAst CHCTEMbI 00pabOTKH, XpaHEHHUs

U aHaim3a uH(GOpMAIMH, TPOrpaMMHbBIE M HPOTrPaMMHO-aIapaTHBIE CPEJCTBA, B TOM
YycJIe KaHaJbl CBSI3U U TEJIEKOMMYHUKAIUH;

CHUCTEMBl M CpPEICTBA 3alllUThl MHPOpPMALUU, OOBEKTHl M IOMEIIEHHUs, B KOTOPBIX
pa3MeIleHbI Cpe/icTBa 00pabOTKH HHPOPMAIIUH.

esn o0ecniedeHus1s UHGOPMALMOHHOM 0€30MIACHOCTH

OcHoBHO# 1enbl0 obecnieueHus] MHHOPMAITMOHHON OE30MAaCHOCTH SIBIISIOTCS JACHCTBUS
HaNpaBJIeHbl HA JIOCTWXKEHHE 3alIUThl CyOBEKTOB WH(GOPMAIMOHHBIX OTHOLICHHHA OT
BO3MOXKHOTO HAHECEHHs] MM MaTepUAIbHOTO, (PU3MYECKOr0, MOPAJIHHOTO WJIM MHOTO yiiepoa,
MIOCPECTBOM CITyYaifHOTO HJIM MPeIHAMEPEHHOT0 BO3ICHCTBHS Ha HH(OPMAIIHIO,

B TOM YHUCIIE:

o0ecreyeHns: O0TKa30yCTOMYUBOro (h)yHKIIMOHMPOBAHUS NPOTPAMMHBIX M alnapaTHO-
POTPaMMHBIX CPEJICTB U MPEIOCTABISIEMbIX CEPBUCOB;

COOJIFOJICHUsI IIPAaBOBOI'O PEXHMMa MCIIOJIb30BaHMsI MAacCHBOB M CpPEACTB 00pabOTKU
uH(popMaLuu;

MPEJOTBPAIICHUS PEANTU3alUN Yyrpo3 0e30MacHOCTH WH(POPMALIUU MPH OCYIIECTBICHUH
NeSITETTLHOCTH.

3agaum obecneyeHus1 HHPOPMALMOHHON 0€30NMACHOCTH

HocTtwxkenue uened obecredeHuss HH(GOpPMAMOHHONW O€30MaCHOCTH U CBOMCTB
UH(pOPMaLINK, pelaeTcs CICAYOUMMHU 3aayaMHu:

3alIUThl OT HECAaHKIIMOHMPOBAHHOT'O JOCTYIA K MH(MOPMAIMOHHBIM pecypcam;

pasrpaHMuyeHMsl JOCTyna Iojb30BaTeNnel K MHGOPMAlMOHHBIM, allapaTHbIM,
IPOTrpaMMHBIM U HHBIM pecypcam;

pEerucCTpayy ¥ MePUOINIECKOTO KOHTPOJS NEHCTBUHN IMOJIb30BaTeNe mpu oOpadboTke
3amuaeMon THPoOpMauu 1 MEPUOJNIECKUI KOHTPOJIb KOPPEKTHOCTH UX JAEHCTBHIA;

KOHTPOJISI IIETIOCTHOCTH CPEbl MCIIONHEHHSI TPOrPaMM U €€ BOCCTAHOBJICHHE B CITydae
HapyIICHHS;

obecrieyeHnss ayTeHTU(UKALUN U HJIEHTU(UKALUU [OJb30BaTeIel, y4acTBYIOIUX B
UH(POPMALIMOHHOM 0OMEHE;

o0ecrieyeHns: MCIPaBHOCTH HPUMEHSEMbIX B HMH(OPMAIMOHHBIX CHCTEMaxX CpEICTB
3alUThl UH(OpMAIIH;

CBOEBPEMEHHOTO BBISIBIIEHUE HCTOYHUKOB yrpo3 0€30MacHOCTH HHPOPMALIUH, IPHYUH

W YCIIOBHH, CIIOCOOCTBYIONIMX HAHECEHHIO ymiepOa 3auHTEPECOBAHHBIM CyOBEKTaMm
WH(POPMAIMOHHBIX OTHOIICHUH;

CO3JIaHMEM CITy’)KOBI MOHHTOPWHTAa ¥ pEarupoBaHUsT HA Yrpo3bl 0€30IacHOCTH
UH(OPMALIUU 1 HEraTUBHBIE TTOCIIEACTBUS;

CO3JIaHMEM YCJIOBUH JUIi MHUHUMH3AIMM HAHOCHMOTrO yiiepba HernpaBOMEpHBIMU
NeHCTBUSAMH, U YCTPaHEHHE MOCIEICTBUI HapyIIeHUs! MH)OPMAIIMOHHON 0€30MacHOCTH.

Perienue BollIenepeyrcIeHHbIX 3aad OCYIIECTBISAETCS TOCPEICTBOM:

ydeTa BceX MOJISKAIINX 3aUTe WHPOPMAIIMOHHBIX PECYPCOB;

KYPHAJIMPOBAHUS JICHCTBHI TIEpPCOHANA, OCYHICCTBISIFOIIETO OOCTY)XMBaHHE |
MOTU(HUKAIMIO TPOTPAMMHBIX U IIPOTPaMMHO-AIMITAPaTHRIX CPEICTB HHPOPMAITMOHHBIX CHCTEM;
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periiaMeHTallu  TMPOIECCOB  00paboTku uwHGOpMAIu, JIeHWCTBU PabOTHUKOB,
OCYLIECTBIISIOIMX AKCIUTyaTalMl0 IMPOTrpaMMHBIX M IPOrpaMMHO-alapaTHBIX CPEACTB, Ha
OCHOBE YTBEP)KIEHHBIX OpPraHU3alMOHHO-PACIOPAIUTENBHBIX JIOKYMEHTOB IO  3allMTe
uHpOpMaLnu;

Ha3HAUYEHUS M TMOJATOTOBKOH pabOTHHMKOB, OTBETCTBEHHBIX 3a OPraHU3ALUI0 H
OCYIIIECTBIICHUE MEPONPUITHI 10 obecrneueHuto nHpopmarmonHon 6ezonacHoct B IOV,

Ha/IeJIeHUs KaX10ro pabOTHHKAa MUHUMAJIbHO HE00XO0AUMBIMU IIpaBaMy NpH padoTte

B UH(OPMALIMOHHON HHPPACTPYKTYPE COIIACHO UX AOJKHOCTHBIM O0SI3aHHOCTSIM;

COOJIFOJICHUSI BCEMH PAOOTHUKAMM, SKCIUIyaTUPYIOUIMMH W OOCIIy>KHBAIOUIMMU
OporpaMMHBIE M NPOTrPaMMHO-aNIapaTHbIe CpeICcTBa, TpPeOOBaHW  OpraHU3alMOHHO-
pacropsaUTENbHBIX JOKYMEHTOB 110 BOIIpocaM o0ecriedyeHns HHPOPMAIMOHHOHN 0€3011acHOCTH;

MEPCOHATBHONH  OTBETCTBEHHOCTHIO K&XKIOrOo pabOTHMKA 3a CBOM JICHCTBHS,
YYacTBYIOLIETO B  paMKaX CBOMX (YHKIMOHAJBHBIX OOs3aHHOCTEH B  Ipolieccax
aBTOMATH3UPOBAaHHOM 00paboTkM HHGOpMAMM M HUMEIOIIEro JOCTYIl K pecypcam
UH(POPMALIMOHHBIX CHCTEM;

peanuzaneil  TEXHOJOTMYECKUX  MpoleccoB  o0paboTku  uHpopManum ¢
UCIOJIb30BAHUEM KOMIUIEKCOB OpPraHM3allMOHHO-TEXHMYECKUX MEp 3allUThl MPOrpaMMHOIO
oOecrnievyeHus, IpOorpaMMHO-aIapaTHbIX CPENICTB;

NPUHATUS Mep MO o0ecrevyeHuIo (PU3MIecKor MEeIOCTHOCTH MPOrPaMMHO-AINIaPATHBIX
cpeAcTB MH(POPMALMOHHBIX CHCTEM W TOJIepKaHHEM HEOO0XOIMMOTO YpPOBHS 3alIMICHHOCTH
KOMIIOHEHTOB;

UCIOJb30BAHUS IPOrPAMMHBIX M MPOTrPaMMHO-AalNapaTHBIX CPEICTB  3alUThI
uHpopmanuu obOpabateiBaeMoM B KomuTeT M aAMUHUCTPATHUBHOM MOAJCPKKOM HX
UCIIOJIb30BaHUS;

KOHTPOJISI COOJIIOEHUS T0JIb30BaTEeNIMU HMH(OPMAIIMOHHBIX CHCTEM TpeOOBAaHUHM IO
obecrneueHn0 MHPOPMAIIMOHHOM 0€30MacHOCTH;

MpoBeJeHUsT aHanu3a H(PQPEKTUBHOCTH MPUHATBIX MeEp 3alUThl HHPOpMALUU U
MPUMEHSIEMBIX CPEJICTB 3alUThI HH(OpMaLUy;

pa3paboTKu U peanus3aly MPEeASIOKEHUN IO COBEPIIEHCTBOBAHUIO CHUCTEM 3aIUThI
uHpopmanuu B JIOY.

3. MPUHIUANBLI OBECHEYEHUA UH®OPMAIIMOHHOM
BE3OITACHOCTHA

Obecneuenre MH(MOPMAIIMOHHONW  OE30MAaCHOCTH, JOJDKHO  OCYIIECTBIATHCA B
COOTBETCTBUU CO CJIEAYIOIIMMH OCHOBHBIMH NIPUHIUIIAMMU:

[Ipunnun 3akoHHOCTU. [IpU BBIOOpE MeponpuATH MO 3amuTe MHGOPMALUU, JOKHO
coOnrofarbesl IeHCTBYIOIIEE 3aKOHOAATeNnbCcTBO Poccuiickoit @enepauuu B cdepe 3aluThl
uHpopmanuu. Bce pabOTHUKM MAOKHBI HMMETh TPEACTaBlIeHHE OO0 OTBETCTBEHHOCTH 3a
npaBoHapylieHus: B cdepe 3amuThl uHGpopManuu. llporpammHo-anmapaTHble CpeAcTBa,
npumensiemble B JIOY, JOKHBI HMMETh COOTBETCTBYIOIIME JIMIEH3UH, O(UIHAIBEHO
npuoOperaTbCsi Yy  NpeACTaBUTENIeH  pa3pabOTUYMKOB  ATUX  CPEACTB WM  SBISATHCS
MHTEJUIEKTyallbHOU coOcTBeHHOCThIO JIOY.

[TpuHIMI cucTeMHOCTH

[Ipn co3naHum CUCTEMbl 3alUThl JOJDKHBI YUUTBIBATHCS AKTyalbHBIE YIPO3bI
0e30macHOCTH MH(POpPMAIH, BO3MOXKHBIE OOBEKTHI M HANpaBJIEHUS aTaKk Ha HEE CO CTOPOHBI
Hapymureneil. Cuctema 3alIUThl JOJHKHA CTPOUTHCSA C YUETOM HE TOJBKO M3BECTHBIX KaHAJIOB
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yTeUKH HH(POpMAIMM, HO M C YYETOM BO3MOXHOCTH NOSBJICHHMS HOBBIX YSI3BUMOCTEH B
IPOTPaMMHOM 00eCTIeUeHUH.

[IpuHIUII KOMIUIEKCHOCTH

KommiiekcHOoe — MCTONB30BaHME  CPEACTB  3alUTHl  MH(DOpPMAIMHM  Mpeanojaraet
COIJIACOBAHHOE MPHMEHEHHE NMPH MOCTPOCHUH IIEJIOCTHONW CHUCTEMBI 3aIllUTHI, TEPEKPhIBAIOIICH
BCE CYILIECTBEHHbIE YIpo3bl 0€30MacHOCTH HMHPOpMauuu. 3amMra JODKHA CTPOMTHCA
suienoHupoBaHo. dusnyeckas 3ammTa JOHKHA 00ecreunBaThCsl (GU3NYECKUMHU CPEACTBAMHU U
OpraHU3alMOHHBIMU MEPaMH.

IIpy nocTpoeHuu, BHEIPEHWH U SKCIUTyaTallMd CUCTEMBbl 3aIlUThl HMHQOpMaruu
pykoBoactBo JIOY oGecneunBaer ycnoBus st 3PQPEKTUBHON KOOpAWMHAIMM JCUCTBUN BCEX
711, oOecreynBaonX HHHOPMAIMOHHYIO O€30MTacCHOCTb.

IIpuHIMII CBOEBPEMEHHOCTH

PazpaGorka cuctembl 3amuThl HH()OpPMAUM JODKHA BECTUCH IMAPAJUIETBHO C
pa3paboTKOi HH(POPMALIMOHHON CUCTEMBI. DTO MMO3BOJIUT yU4eCTh TpeOOBaHUS OE30MIaCHOCTH MPH
IPOEKTUPOBAHUU aApXUTEKTypbl M, B KOHEYHOM cuere, co3farb Oojee 3ddekTuBHbIE
UH(POPMALIMOHHBIE CUCTEMBI, 00JIaJat0IIMe TOCTATOYHBIM YPOBHEM 3alUILEHHOCTH.

[TpuHIMTI TPEeeMCTBEHHOCTH

[TocTostHHOE COBEPIIEHCTBOBAHHE MEpP M CPEICTB 3alIUTHl MH(OpPMAIMA HA OCHOBE
IPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX W TEXHUYECKUX PEIICHHH, KaIpOBOIO COCTaBa, aHAIIN3a
(GYHKIMOHUPOBAaHUST MHOOPMAIIHOHHBIX CUCTEM M CUCTEMBI €€ 3aIIUTHI C YYeTOM U3MEHEHHH B
METOJaX W CpelICcTBax IepexBaTa HWH(POpPMAlWW, HOPMATHBHBIX TPEOOBAHMN IO 3alIUTE
uHpopmanuu.

[TpuHIMD 1OCTaTOYHOCTH

CooTBeTcTBHE YpOBHsI 3aTpaT Ha oOecredeHue WHGOpPMALMOHHON Oe30macHOCTH U
LIEHHOCTH MH(OPMAIIMOHHBIX PECYPCOB Ha BEIMYUHY BO3MOKHOTO yIiepOa OT UX pas3riamieHus,
YHUUYTOXKEHUS U MCKakeHHs. lcmonb3yemble Mephl M CpeAcTBa 3allUThl MHPOpMAlUU He
JOJDKHBI yXyIIIATh )PrOHOMUYECKHE TIOKa3aTeI KOMITOHEHTOB HH()OPMAITOHHBIX CUCTEM.

[TpuHIMT OTBETCTBEHHOCTH

BoznojkeHne OTBETCTBEHHOCTH 3a oOecredyeHue 0e30macHOCTH HHGpOpMaluu U ee
00pabOTKM Ha KaXJOro pabOTHHKA B TIpejesiax ero MOoJHOMOuYMid. B COOTBETCTBUM € ATUM
OPUHIUIIOM paclipe/ieieHue MpaB U 00s3aHHOCTEH pPAaOOTHUKOB CTPOMUTCS TaKUM 00pa3oM,
4TOOBI B CiTydae JIto00ro HapyleHHs Obll U3BECTEH HAPYIIUTENb.

ITpuHIIMT 0OOCHOBAaHHOCTH U TEXHUUYECKOM peaan3yeMoCTH

WHdopmanoHHbIe TEXHOJIOTUH, TPOrpaMMHbIE U TPOrPaMMHO-aIapaTHbIE CPE/ICTBA,
Mephl 3alUThl HH()OPMAIMK JIOJHKHBI OBITh pPEANTM30BaHBI MO COBPEMEHHBIM PEIICHHSIM,
00OCHOBAHBI C TOYKH 3PEHHSI JOCTIKEHHS 33/JIaHHOTO YPOBHS 3alIMIEHHOCTH MH()OpMAIH H
HYKOHOMHYECKOW IIeNIeCO00Pa3HOCTH, a TaKXKEe COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM M
TpeOOBaHUAM 1O O€30MacCHOCTH UH(POPMALIUH.

[Tpuniun npodeccuoHanuzMa

Peanuzanus mep 3amuThl HHGOPMAIMK U SKCIUTyaTalusl CPEACTB 3alUIUThHl HHPOPMALUU
JIOJDKHA OCYIIECTBIATHCSA MPO(GECCHOHATBHBIMU CIICIIUATUCTAMHU.

[IpuBneuenne cCHENMATM3UPOBAHHBIX OpraHU3alMii K pa3paboTKe CpeAcTB H
peanu3ani Mep 3alIuThl HHOOPMAIIHH, TTOJrOTOBICHHBIX K KOHKPETHOMY BHIY ACATEIBHOCTH
no o0ecnevyeHno 0e30MacHOCT MHPOPMAIIMOHHBIX PECYPCOB, UMEIOLIUX OIBIT MPaKTHYECKON
paboThI U JIMLIEH3UH Ha IPAaBO OKa3aHUs yCIYyT B 3TOM 001acTu.
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[TpuHIIMTT MUHUMU3ALMX IPUBUIIETUH TTOJIb30BaTENCH

OOecnieueHre MONb30BaTENICH MPUBMUIICTUSMH MHHHUMAIBHO JOCTAaTOYHBIMU  JUIS
BBITOJIHEHUS] UMU CBOUX JOJDKHOCTHBIX 00SI3aHHOCTEH.

4. OCHOBHBIE TPEBOBAHUAA 11O 3AINUTE UHOOPMALIUUN
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema  3ammtbl  MH(OpManmuM  JOJDKHA — OpedycMaTpuBaTh — KOMIUIEKC
OpPraHU3alMOHHBIX, IPOrPAMMHBIX W MPOTrPaMMHO-ANNAPATHBIX CPEACTB M MEp IO 3alluTe
nH(popMaIuu B rporecce ee 00paboTKH.

BeimonHenue TpeGoBaHMI  JOocTUraeTcss 3a CUeT pealM3aldd  Ha  O0OBEKTax
uHpOpPMATU3ALUHI MEp IO 3alUTe HHPOPMALIUK:

UACHTU(DUKAINY U ayTeHTU(UKAUK CyOBEKTOB AOCTyIa U 00BEKTOB JAOCTYIIA;

YIPaBJICHUIO TOCTYIIOM CYOBEKTOB JOCTYIA K 00BEKTaM JI0CTYTIa;

OTPaHUYEHUIO IIPOIPAMMHON CpEJIbI;

3alIUTe MAIIUHHBIX HOCUTENEH MepCOHAIbHBIX JaHHbIX;

peructpanuu coObITUil 0€30MaCHOCTH;

aHTUBHUPYCHOM 3allINTE;

00OHapy’KEHHUIO BTOPKEHUH;

KOHTPOJTIO (aHANM3Y) 3alIUIIIEHHOCTH MEPCOHATBHBIX JAaHHBIX;

00€ECTIEeYeHUIO [EIIOCTHOCTH MH(POPMAITMOHHONW CHCTEMBI U IEPCOHATIBHBIX TAHHBIX;

00€CIIeYEeHUIO JOCTYITHOCTH MEPCOHATBHBIX TaHHBIX;

3alUThI CPEIbl BUPTYATU3ALUU;

3aLIUThl TEXHUYECKUX CPEJICTB;

3alUThl UH(OPMAILIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBSA3M U Iepeiadl JaHHbIX;

BBISIBJICHUIO MHLUJCHTOB U pearnpoBaHUE HA HUX;

yNpaBJIeHUIO0 KOHUrypanue HHOOPMAIMOHHOW CHUCTEMBI U CHUCTEMbI 3alIUTHI
NIEPCOHAIBHBIX JaHHBIX.

JOVY, xak oOnanarens MH(GOpPMALKUK OrPaHUYEHHOIO JIOCTYIA, MPH OCYIIECTBICHUU
CBOMX IIpaB 00s13aHO:

co0roAaTh MpaBa v 3aKOHHbIE HHTEPEChI MHBIX JIULL;

MIPUHUMATh HEOOXOIMMBIE MEPHI 110 3aIUTE UHPOPMALIHH;

OrpaHUYMBATh JOCTYN K HMH(POpPMALMHU, €cIu Takass oOO0S3aHHOCTh YCTaHOBJIEHA
3aKoHoaarenbCcTBOM Poccutickoit denepanuu.

B Tom umcne IOV, BmpaBe ecnM MHOE HE MPELyCMOTPEHO 3aKOHOJATEIBCTBOM
Poccutickoii denepanuu:

paspelaTh WK OrpaHuYMBaTh IOCTYI K MH(POPMALMH, OIPEENIATh MOPSIOK U YCIOBUS
TaKOro J0CTYIIa;

UCIOJIb30BaTh HMH(pOpMAIMIO, B TOM YHUCIE PaCIpOCTPaHITh €€, [0 CBOEMY
YCMOTpPEHHUIO;

nepeaaBath MHGOPMALMIO IPYTUM JIMLIAM Ha YCTaHOBJIEHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit denepanuu OCHOBaHUH;

3alMIIAaTh YCTAaHOBJICHHBIMU 3aKOHOAATeNbcTBOM Poccuiickoit deneparuu ciocodamu
CBOM TIIpaBa B Cllydae HE3aKOHHOTO TOJy4YeHUs UWHGPOpMAMM WIM €€ HEe3aKOHHOTOo
MCIIOJIb30BaHUsI MHBIMU JIMLIAMU;

OCYIIECTBIIATh UHbIE JEHCTBUS ¢ MH(OpMaLMel WK pa3peliaTh OCYIIECTBIEHNE TaKUX
NEeNCTBUI, eciu 3TU AeUCTBUS HE TPOTHUBOpeYaT (eepaabHbIM 3aKOHAM U APYTUM
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HOPMAaTUBHO-TIPaBOBbIM akTaM Poccuiickoit denepanuu.

3amuTta wuHpOpPMAMHM OTPAHUYEHHOTO JOCTYNa TMPEACTABIsAET COOOW TPUHSATHE
OpPTaHU3AIMOHHBIX U TEXHUYECKUX MEp, HAIPaBICHHBIX Ha:

coOmroicHne KOH(DHUICHIIMATBHOCTH WHGOpMauu (UCKIIOYCHHE HEMPaBOMEPHOTO
JOCTYyTIa, KOIIMPOBAHMUS, TIPEIOCTABIICHUS WIIA PACTIPOCTPaHEHMS HH(POpMAIIHH );

obecrieyeHne [EJNIOCTHOCTH  MH(pOopManuy (MCKIIOYCHUE HENPaBOMEPHOTO
YHUYTOXKCHHUS WJIK MOAU(PUITMPOBaHUS HH(DOPMAITUN);

peanu3alMio mpaBa HAa JOCTYN K uHpopManuu (UCKIIOYCHHE HENMPAaBOMEPHOTO
OJIOKMPOBaHMS HHPOPMAILIHH ).

CpenctBa 3amuThl UHOOPMALUKA BHEAPSIOTCS MO pPE3yJbTaTaM IPOBEICHUS OLICHKH
PUCKOB HH(POPMAIIIOHHOW 0€30ITaCHOCTH.

Opranunsanus 3amuThl HHGOpManun

[Tpu opranuzauuu B IOV 3ammtsl MHPOPMALIUK, JTOJIKHBI BBINOIHATHCS TPeOOBaHUS
@®enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O06 wunbopmanuu, HHPOPMAIMOHHBIX
TEXHOJIOTUSIX MU O 3aIllUTe MHPOPMALUU», KOTOPbIE PEryJupylOT OTHOLICHMS, CBA3aHHBIE C
YCTAHOBJICHHMEM, H3MEHEHMEM U IpeKpalleHueM pexuMa o0paboTKM  3alIMIaeMoil
uHpopmanuu. B TOM wuymcie TpeOoBaHus O 3amuTe HHGOPMALKU, HE COCTaBISAIOLIEH
rOCy/IapCTBEHHYIO TailHy, coJepiKalleiicss B roCyJapCTBEHHBIX HMH(OPMAIMOHHBIX CHCTEMaXx
yrBepxkaeHHble npukazoM @CTIK Poccum ot 11.02.2013 Ne 17 «O06 yTBepkaeHUN TpeOOBaHUM
0 3aIuTe HHPopMaIuH,

HE COCTaBJISIIOIIEH TOCylapCTBEHHYIO TaliHy, cojepkalleics B TrocCylapCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMAax» Ul TOCYJapCTBEHHBIX NHPOPMALIMOHHBIX CUCTEM.

B I0Y noMumo peanus3anuy OCHOBHBIX Mep 3aIlUThl HHPOPMALIUU OCYILECTBIAETCS:

peryisipHass OLIEHKa M YIpPaBJICHHE pPHUCKaMU HH(POPMALMOHHOW O€30MacHOCTH B
COOTBETCTBUH C YCTAaHOBJICHHBIMU MPOIElypaMH B 00J1aCTH YIPaBJICHUS PUCKAMU;

nHpopMHupoBaHHe, OOydYeHHE U TMOBBIILIEHHE KBaJU(pUKaLUU PpaOOTHUKOB B cdepe
nH(pOpMaIMOHHOM 0€30MacCHOCTH;

METOJIMYecKasi IMOMOIIb pabOTHUKAM B BoIpocax oOecnedeHus HHPOPMAIMOHHON
0€30I1aCHOCTH;

aHaJIM3 ¥ MOMCK BO3MOKHOCTEH 110 MOBBILIEHNIO YPOBHS 3alIUIIEHHOCTH HHPOPMALIUH.

Jlns opranuzanuy 3amutel nHGopMmaiuy, JJOY BnpaBe npuMeEHSTh CpEACTBA U METObBI
TEXHUYECKON 3allMThl, IPEANPUHUMATh JpYyrHe, HE IPOTUBOpPEYAIME 3aKOHOJATENIbCTBY
Poccuiickon denepanuu, MepsI.

B pamkax oOecriedenust 3amuThl MH(OpPMAlMM, B paMKax TPYAOBBIX OTHOILIEHUI
HEOOXOJUMO O3HAaKOMUTh TIOJI POCHUCh PAaOOTHUKOB, JOCTYNl KOTOPBIX K HH(OpMaLUu
OTPaHUYEHHOT0 JOCTYyNa, HEOOXOIUM [UIsl BBIMOJIHEHHS HMMH CBOMX  JOJKHOCTHBIX
o0s13aHHOCTEH, C MepeuyHeM MH(OpPMAlMM OTPaHUYEHHOTO AOCTyNa, W NpuHATbiIMH B JIOY
MepaMH 3alUThl HH()OpMAaIIH.

Oco0eHHOCTH 32U THI NEPCOHAIBHBIX JAHHBIX

IIpn OpraHM3alyu 00paboTkH MIEPCOHAIBHBIX JAHHBIX HE00X0IUMO
PYKOBOJICTBOBAThCS TpeboBanusMu denepanbHoro 3akona ot 27.07.2006 Ne 152-D3

«O mepcoHaNbHBIX JaHHBIX».

[lepeuenr Mep, BbIMOJIHEHHE KOTOpbIX oOecmeunBaer JIOY B KauecTBe omeparopa
MEPCOHAIBHBIX JaHHBIX, JOJHKEH BKIIIOYATH!



HazHaueHre B JIOY OTBETCTBEHHOro 3a OpraHU3alMI0 O00pabOTKH TEPCOHATBHBIX
JAHHBIX;

pa3paboTKy [OKYMEHTOB, ONpPEICNAIONIMX TMpaBWiia B OTHOUICHUH OOpabOTKU
nepcoHanbHbIX MaHHBIX B JIOY, JOKadbHBIX aKTOB MO BOIpOcaM OOpabOTKH IMEPCOHAIBHBIX
JAHHBIX;

MPUMEHEHHE OPraHU3AIlMOHHBIX U TEXHUYECKUX Mep Mo o0ecrnedeHuro 0e30macHOCTH
MEePCOHAJIbHBIX JIAaHHBIX B COOTBETCTBUU cO cTathed 19 denepanbHoro 3akona ot 27.07.2006 Ne
152-®3 «O nepcoHaNbHBIX JAaHHBIX);

BBINIOJTHEHUE TpeOOBaHMI MO COCTaBy M COJEP)KAHUIO OPraHU3alUOHHBIX U
TEXHHYECKHUX Mep MO 00eCTeueHn 0 6€30MacHOCTH MEPCOHABHBIX JTAHHBIX MPH UX 00pabOTKE B
MH(POPMALIMOHHBIX CHCTEMaX MEPCOHAJIBHBIX MaHHBIX yTBepKIAEHHBIX [Ipukazom DPCTIOK
Poccun ot 18.02.2013 Ne 21 «OO0 yTBepkIE€HUH COCTaBa M COJACPKAHUS OPraHU3AIMOHHBIX H
TEXHHYECKHUX MEep MO 00eCTieueHn 0 6€30MacHOCTH MEPCOHABHBIX JTAaHHBIX MPH UX 00pabOTKE B
MH(OPMAILIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX);

OLICHKY Bpe/a, KOTOPBIM MOXKET OBbITh MPUYMHEH CYOBhEKTaM MEePCOHANBHBIX JAHHBIX B
ciydyae HapyuieHuss ®enepanbHoro 3axkoHa No 152-@3, cooTHolleHHE YyKa3aHHOTO Bpelaa
MPUHUMAEMBIX ONEPAaTOPOM MEp, HAIMPABICHHBIX HAa 0OeCleYeHHe BBIMOIHEHUS 005S3aHHOCTEH,
nperycMOTpeHHbIX PenepanbHbM 3akoHOM Ne 152-03;

O3HAaKOMJIEHHE  paOOTHUKOB, HENOCPEACTBEHHO  OCYLIECTBISAIOIUX  OOpabOTKy
IIEPCOHANIBHBIX JIAHHBIX, C IIOJOKEHMSAMHU 3aKoHojarenbcTBa Poccuiickonn ®enepauuu o
NEPCOHANBHBIX JAHHBIX, B TOM YHCJIE TPEOOBAaHMSAMU K 3allUTE MEPCOHAIBHBIX JaHHBIX,
JOKYMEHTaMH, ONPECNISIOIUMU TpeOOBaHUs B OTHOIIEHUH 00pabOTKH MEPCOHAIBHBIX JaHHBIX
u o0yueHue, Npu He0OXOAUMOCTH, YKa3aHHBIX PAOOTHUKOB.

Obecrnieuenre 0€30MaCHOCTH NEPCOHANBHBIX JAaHHBIX JOCTUTAETCS, B YACTHOCTH:

OIpeJIeIEHUEM yrpo3 M HapyluTesell 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX MPU UX
00paboTke B MH(OPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX; OINpPEIEICHUEM YpPOBHS
3allMIIEHHOCTH TEPCOHAJIBHBIX JAaHHBIX B COOTBETCTBUU C TpeOoBaHusMHU [locTaHOBIEeHUS
[TpaButenscTBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119 «O06 yTBepxaeHun TpeOOBaHUN
K 3alllUTe MEepPCOHAIbHBIX JaHHBIX NIpU HUX 0O0paboTke B HMH(POPMALMOHHBIX CHCTEMax
NEPCOHAIbHBIX JIaHHBIX»; MPUMEHEHUEM MpPOULIEANINX B YCTAaHOBJIEHHOM MOpPSAKE MPOLEAYpPY
OLIEHKH COOTBETCTBHS CPE/ICTB 3alUThl UH(OPMAINH; OLEHKONW 3(PPEKTUBHOCTH MPUHUMAEMBIX
Mep M0 3alIUTe MEePCOHANBHBIX JaHHBIX 10 BBOJIA B AKCILTyaTaI[MI0 HH(POPMALIMOHHON CHCTEMBI
NEPCOHAIBHBIX JIaHHBIX; BOCCTAHOBJIEHUEM II€PCOHAIBHBIX IAHHBIX, BCIEICTBUE IOJYyYEHUs
HECaHKIMOHMPOBAHHOI'O JIOCTyIla K HHUM; YCTAaHOBJIEHHMEM IPABUJ JOCTYNAa K NEPCOHAIbHBIM
JaHHBIM, 00pabaThiBaeMbIM B MH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX ITaHHBIX, a TAKXKE
o0ecriedeHreM perucTpalMi M Yy4yeTa BceX [eHCTBHUIl, COBEpIIaeMbIX C MEPCOHATbHBIMU
JaHHBIMH B HMHQOPMAIIMOHHBIX CHUCTEMaxX IE€PCOHAJbHBIX JAHHBIX; KOHTpPOJIEM 3a
NPUHUMAEMbIMH MEpaMHM IO 3allUTe IEePCOHAJbHBIX IaHHBIX U ONPEJEICHHOIO YpPOBHSA
3alIUIIEHHOCTH HMH()OPMAIIMOHHBIX CHUCTEMax IEpCOHANbHBIX JAHHBIX B IIpolecce ee
IKCILTyaTalu.

5. OCHOBHBIE TPEBOBAHUS K IPOLUECCAM OBECIHEYEHUSA
WH®OPMAIIMOHHOHN BE3OIMACHOCTH

Meroandeckoe pPYKOBOJICTBO, pa3paOOTKy pemieHud 1o 3amuTe uH(popMaiuu,
corjacoBaHue BBIOOpa CPEJICTB BBIUMCIUTEIBHOW TEXHHUKH, MPOrPAaMMHBIX U MPOrpaMMHO-
anmapaTHbIX CpPEACTB 3allUThl HMH(OPMALW{, OpraHu3aluio paboT 1O  BBIABICHUIO
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BO3MOKHOCTEH U MPEAYNPEKACHUIO YTEYKH U CBOMCTB 3aIIUIIIaeMO HH(OpPMAIUH, aTTECTAITUIO
00BEKTOB HHPOPMATU3AINH OCYIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpPHBIE TOAPA3IeIICHHS.
dusnyeckas 0e30NaCHOCTh

[IpuHsATBIE OpraHU3AIMOHHBIE M TEXHUYECKHE MEphI MO 3aIlUTe MOMELICHUN (eciu
UMEIOTCS), CEPBEPHOT0 M KOMMYTAIIMOHHOTO O0OpYIOBaHMS, aBTOMATU3MPOBAHHBIX pabOumx
MecT IoJib30BaTesneil nHpopMaoHHbIX cucteM JJOVY, obecneunBaroT peaan3alnuio cielyomux
Mep 1O:

pasrpaHMUYCHHUIO JOCTyna paOOTHUKOB B IIOMEIIEHUS B COOTBETCTBUM C MX
HOJTHOMOYHSIMU U I0JKHOCTHBIMH 00S3aHHOCTSIMU;

peructpanuu (pakToB BXOAa paOOTHHKOB B MOMEIICHHUS B KOTOPBIX BeJeTCs 00paboTKa
NEPCOHAIBHBIX JaHHBIX;

KOHTPOJUPYEMOMY MPEeOBIBAHUIO MIOCTOPOHHUX JIMIl B TOMEIICHUS, B KOTOPBIX BEIETCS
o0paboTka HH(POPMAIMK OTPAaHWYCHHOTO JOCTYNAa W pa3MEIICHBbl amlapaTHbIe CpEeACTBa
UH(POPMALIMOHHOM CUCTEMBI;

OpraHu3ali peXHMa KOHTPOJIMPYEMOI'O BHOCA/BBIHOCA CPEACTB  00pabOTKU
uHpopmanuu.

ITomemienuss JIOY npomxkHbBl OBITH 000OpYAOBaHBI JE€TEKTOpPAaMH OTHS U JIbIMA,
OTHETYIINUTENISIMU, CHCTEMaMH KOHIMIIMOHUPOBAHUS BO3/yXa, CPEACTBAMHU OXPAaHHO-TIOKAPHOM
CUTHAJIA3ALINH.

OcHOBHOE CEepBEpPHOE U KOMMYTAIIMOHHOE 000pYIOBAHUE JIOJKHO OBITH 3aIIMIICHO OT
nepeboeB B TOJadue SJEKTPOIHEPTUHU ITyTeM IOJAKIIOYEHUS K AJIEKTPOCETH C NPUMEHEHHEM
UCTOYHUKOB OecrniepeOOMHOr0 MUTaHUS M PE3epBHOrO Ju3enb-reHeparopa. VICTOYHMKH
OecriepeOOMHOrO  NUTAHUSA  HEOOXOIUMO  PEryJsIpHO  TECTUpPOBaTb M IPOBEPATH
YIOJIHOMOYEHHBIM PA0OTHUKAM B COOTBETCTBUU C PEKOMEHIALUAMU IIPOU3BOJUTE.

[lopTaTuBHBIE TEXHHYECKHE CpPEICTBA HE JOJDKHBI OCTaBaThCsl 3a MpelesamMH
KOHTPOJIMPYEMOM 30HBI 6€3 KOHTPOJIA CO CTOPOHBI paboTHHKOB /IOY.

Be3onacHocTh Ha paGoueM mecTe

3ampemaercsi BECTH 3aITUCh MMaposiel B OTKPHITOM BUI€ HAa MAaTePUATBHBIX HOCUTEJI,

3a UCKJIFOUYEHHEM CIIy4aeB, PeriaMeHTHPOBAHHBIX METOIOB XpaHEeHHWs. J[OKyMEHTHI U
HOCUTENU C WH(pOpMaIHel OrpaHUYEeHHOTO JOCTyNa IOJDKHBI yOMpaTbCs B OIlEeYaThIBacMEbIC
MmecTa (ce(pl, mkadsl ¥ T.11.), IPH yXoje ¢ paboyero mecta. Ha aBTomMarn3npoBaHHOM pabouem
mecte [lonb3oBarens pabovast ceccus J0OJDKHA OBITH NpepBaHa, pabOUYMii CTON 3a0JIOKUPOBAH.
Bxoj nmonb3oBaTens B cUCTEMY HE JIOJKEH BBITOJIHATHCS aBTOMAaTHUECKH.

JIOKyMeHTBI, cofepxaiiie HH(OpMAIMI0 OrpaHMYEHHOTO JOCTYyMNa, JOJDKHBI Cpasy
U3bIMAThCSl M3 TIEYaTAOIIUX YCTPOMCTB. s yTunmm3anuu KOHQHUIESHIHMAIBHBIX JOKYMEHTOB,
JIOJDKHBI  MICTIONTb30BAThCS YHUUTOXKHUTEIH JTOKYMEHTOB HE HW)XXKE 4 YpOBHA 10 CTaHIApPTY
0€30IaCHOCTH, TIPUMEHIEMOMY K YHUUTOXKHUTEISIM JIOKyMEHTOB.

[Ipn wucnosp30BaHWKM MOOWIIBHBIX TEXHUUYECKHX CPEICTB HEOOXOIMMO COOJ0IaTh
JIOTIOJTHUTEIIbHBIE MEpPBI 10 perjaMeHTallMd M KOHTPOJIO HCIOJIb30BaHUSA B MH(POPMALMOHHOM
cucTeMe MOOUJIbHBIX TEXHUUYECKUX CPECTB.

Haxoxnenue npencraBuTeneil I0pUIMUYECKUX JIUI B paMKaX MCHOJIHEHHUS JOTOBOPHBIX
00513aTeNIbCTB B TIOMEIIEHUSX B KOTOPBIX BeneTcs o0paboTka MH(pOpMAIMH OTPaHUYEHHOTO
Jnoctyna WH()OPMalMOHHONW CHCTEMbI, BO3MOXKHO TOJBKO B CONMpPOBOXACHUM padoTHHKa OV,
JIOTIYIIIEHHOT 0 10 00paboTKU Takoi HH(OpMAaLINK.



PazMemienne TEXHUYECKHX CpPEACTB BbIBOJA HH(pOpMAIMM B  MOMELICHUAX
IPOU3BOJUTCS C YYETOM HCKIIIOYEHHS BO3MOXKHOCTH BH3YaJbHOTO MPOCMOTpa HH(MOpMAIUH
MOCTOPOHHUMH JIMIIaMU B paOOTHUKAMH, HE JIOMYIIEHHBIM K paboTe ¢ JaHHOU nH(pOopManue.

TexHuueckue cpencTBa JAOIDKHBI Pa3MELIaTbCs U XPAHUTHCA TaKUM 00pa3oM, 4TOOBI
COKPATUTh BO3MOXKHBII PUCK NOBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOI'O JJOCTYTIA.

Texuuueckoe 00caykuBaHNe 000PY1OBAHUSA

Texnuueckue cpeacTBa JODKHBI IPOXOAUTh Ha PEryJSIPHOW OCHOBE CEpBHUCHOE
00CITy’)KHBaHUE B COOTBETCTBUHU C PEKOMEHALUSAMHU [TPOU3BOANUTENEH 000PYA0BaHMUSL.

PeMoHT u cepBuCHOE 0O0CIy)KHBaHUE OOOpPYNOBaHMS IOJKHBI BBINOJIHATHCS TOJIBKO
KB (UIIUPOBAHHBIMH CIICIIHATTUCTAMH.

Texuuueckoe o0CITy:)KUBaHUE 000PYAOBAHMSI CTOPOHHUMH OPTaHU3ALUSAMH HE JOJDKHO
NPUBOIUTH K PUCKY HapyIIEHUS KOH(UACHINAIBHOCTH 3aIlUIIaeMOl HHPOPMALIUH.

B3anMmopeiicTBHe ¢ TPeTHHUMH JIMIAMHA

B nensax obecnedenus nHdGopMaoHHON 6€3011aCHOCTH IPU B3aUMOJICHCTBUN
C TPETbUMHU JIMIIAMHU JIOJKHO BBINOJIHATH CIEAYIOIINE MEPOIIPUSTHUS TIO:

3aKJIIOYEHUIO COIVIALIeHUsl O Hepas3IJIalleHMH MHGOpMalKU OTPaHUYEHHOro JOCTYIIA,
HOJIyYEHHOMH B XOJIe UCIIOJIHEHUS I0TOBOPHBIX 00513aTENIbCTB;

OCYIIIECTBJICHUIO KOHTPOJIS 3a JEHCTBUSIMU NPEACTaBUTEIEN KOHTPAreHTOB B Ipeaeaax
KOHTPOJIMPYEMOM 30HBI.

VYnpasieHne ;KU3HEHHBIM [IUKJIOM WH(GOPMAIIMOHHBIX CHCTEM

MeponpusitTisi B IpoLECCE KU3HEHHOIO LUKIa MH(POPMALMOHHBIX CHUCTEM JOJIKHBI
ObITh HampaBjieHbl Ha oOecreyeHue 3aluThl HHGOpMalMuW IIpU BBOAE B JEHCTBHE,
9KCIUTyaTaluy, CONPOBOXKICHUM U MOAEPHHU3ALMHU, BBIBO/IA U3 SKCILTyaTallUH.

OcHoBaHueM IpH pa3zpaboTke MH(OPMALMOHHBIX CUCTEM JIOJKHBI SBIATHCS PELICHUs
NPUHATBHIE HA CTaIuu (OPMUPOBaHMS TPeOOBaHMH, cojeprKaliue TpeOOBaHUS B TOM YHCIE IO
cucTeMe 3alUThl HHPOPMAIUH.

JIroboe mIaHHpyeMoe K BHEAPECHHUIO M3MEHEHHE WH(POPMAIMOHHON CHCTEMBI
IPEBAPUTENBbHO JODKHO OBITh IPOAHATU3UPOBAHO HA COBMECTHMMOCTH U OTCYTCTBHE
HapylIeHU pabOTOCIOCOOHOCTH CHUCTEMHBIX KOMIIOHEHTOB B TOM YHCJE CPEICTB 3alUThI
uH(pOpMaLIUH.

PaboTbel Mo MonepHM3aLMU MH()OPMAIIMOHHONW CHUCTEMBI, B TOM YHCIE IO yCTaHOBKE
IPOTpaMMHOr0 oOecreueHus] 1 OOHOBJIEHUH, TOJDKHBI NMPOBOAUTHCS B HepaOouee BpeMs WIH
BpeMs HaMEeHbIIeH pabodel Harpy3KH.

[Ipu BBIBOZE M3 AKCIUTyaTallMM MH(MOPMALMOHHBIX CHUCTEM JIOJDKHO 00ecreuyuBaThCs
rapaHTUpPOBaHHOE ynajieHue oOpaldaTeiBaéMON M XpaHUMOW B HUX HHGpOpMalMU C
UCIIOJIb30BAaHUEM CPEJICTB TapaHTHUPOBAHHOTO YHUUTOXKEHHS MHQOpPMAlMM WU IyTEM
(bU3NYECKOT0 YHUUTOKEHHS] HOCUTeNeH HH(POpMaIIH.

Bce mnpouenypsl obecrneueHust 3amuThl HH(poOpManuu, yctaHoBieHHble B J[OY B
OTHOIIEHUH HMH()OPMAIIMOHHBIX CHUCTEM, JOJDKHBI BBIIOJHATHCS UM KOHTPOJIUPOBATHCA
OTBETCTBEHHBIMHU JIMLIAMH 32 OPTaHU3aLMIO PA0OT MO 3aIUTe UH(OPMALIHH.

KonTpoJs goctyna k ”HQpOpMALHOHHBIM CHCTEMaM

Bce paboTHukM, pomymieHHble K paboTe ¢ MHGOPMALMOHHBIMM CHCTEMaMH HECYT
MEPCOHAIBHYIO OTBETCTBEHHOCTh 3a HAapyIllIEHUs YCTAHOBJIIEHHOTO TMoOpsiika 00paboTKu
uH(pOpMaLIUH.
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YpoBeHb TOJTHOMOYHMI TIOJNIB30BaTesl B HMH(POPMAIIMOHHON CHUCTEME JIOJDKEH
OTIPENIeNATHCS B COOTBETCTBHHU C €T0 JODKHOCTHBIMHU OOSI3aHHOCTSIMU.

JlocTyn mosb3oBaTeneii kK MH(POPMALMOHHBIM CHCTEMaM JIOJDKEH KOHTPOJIMPOBATHCS
aJIMUHUCTPATOPOM HH()OPMAITHOHHON CHCTEMBI.

OcyliecTBI€HHE  PETyJIPHOTO  KOHTPOJS ~ BBINOJIHEHHUS  OpraHU3alMOHHO-
pacropsaUTENbHbIX JOKYMEHTOB, KacaroIUXcs perjaMeHTaluu JOoMycKa pPaOOTHUKOB K
MH(POPMALIMOHHBIM CUCTEMaM.

NnenTndguxkanusa u ayreHTupuKanus

JlocTyn mnonb3oBaresied K MH()OPMALMOHHBIM CHCTEMaM [JOJDKEH IPeAOCTABIATHCS
TOJILKO ITOCIIE YCTIEITHOTO 3aBEPLICHNUS UACHTU(DHUKAINH, Ay TCHTU()UKALIUTH.

[Tonmyyenue mosb30BaTeNieM UMEHH B WH(GOPMAIIMOHHON CHUCTEME M MapoJisi, KOTOpbIe
o0ecrneynBaOT JOCTYN K HMH(OPMAIMOHHOM CHUCTEME, [OJDKHO OCYIIECTBIATBCA T10
npencTaBieHuio pykosoautens JJOY.

Yupasienue 10cTynnoM

B JIOY 10mKHO OCYHIECTBISATHCS yIpaBiIeHNUE JOCTYIOM K MH(POPMALIMOHHON cucTeme
HOCPEJCTBOM pealn3aluid HEOOXOIUMBIX METOJIOB, TUIIOB M IPAaBWJI pa3rpaHUYEHUs J1OCTYIa
H0JIb30BaTEIsIM HH(POPMALIMOHHOM cucTeMbl. B ToM uncie obecrieueH 3aluuieHHbI yaaaeHHbIH
J0CTynl CYOBEKTOB JOCTyla K OOBEKTaM JOCTyNa 4Yepe3 BHEIIHWE HH()OpPMalMOHHO-
TEJIEKOMMYHUKALOHHbBIE CETH.

bezonacHocTh pu paboTe ¢ HOCUTENSIMU HH(OpMAITIH

PaboTHHKHN JOIKHBI MCHOIB30BATH TOJBKO YYTCHHBIE ChEMHBIE MAIIMHHBIE HOCHUTEIN
UHGOPMAaLUU /IS BBIIOJHEHUS CBOMX JIOJDKHOCTHBIX 0Osi3aHHOCTEH. Vcrnonb3oBaHue CheMHbIX
MAaIllMHHBIX HOCHUTENIeH MH(OPMAIIMM B MHBIX LEJIAX CTPOTO 3alpereHo.

CbemHble MalIMHHBIE HOCHUTENN MHGOPMALMU JOJKHBI XPAaHUTCA B OlEYaThIBA€MbIX
mkadax, B MIOMEIIEHUAX B KOTOPBIX MpeaycMOTpeHa oOopaboTka MH(POPMAILMU OTPaHUYEHHOIO
JO0CTyTIA.

B cnyuae kpaxky M noTepu ChbeMHOI'0 MAIIMHHOIO HOCHUTENS MH(POpMAINH, a TaKkKe
UHBIX HHUUJCHTOB, KOTOpPBIE MOTYT TMPUBECTH K HapyLIEHUIO CBONCTB HH(OpMaLuu
OTPaHUUYEHHOr0 JIOCTYyMa, JOJDKHBI IMPOBOJUTHCS MEPOIPHUATHS 10 PpacCiIeJOBAaHUIO TaKHX
MHIUICHTOB.

[Ipu BBIBOAE W3 SKCIUTyaTalliM ChEMHOTO MAIIMHHOTO HOCUTENS HMH(OpMaIMH, BCe
JTAaHHbIE, XpaHSIIMECs] Ha HEM, JOJDKHBI OBbITh yJaleHbl ONpeeNeHHOM KOMMCCHEH M3 4ducia
pabOTHUKOB, CPEJICTBOM T'apaHTUPOBAHHOI'O YHUUTOKEHHS HH(OPMAIIHH.

@akT yHMUYTOXKEHUS MHPOPMAlMM HAa ChEMHOM MAIIMHHOM HocuTele HHpopMaruu
¢ukcupyercs B akTe 00 YHHUYTOXEHHMM HMH(OpPMALKUU CO CHEMHOTO MAIIMHHOIO HOCHUTENS
uH(pOpMaLIUH.

Perucrpanus codbITHii

B JOVY nomkHa OCYIIECTBISATHCS PETUCTpaAlds COOBITHH O€30macHOCTH Ha BCEX
KOMIIOHEHTaX MH(OPMAIIMOHHBIX CHUCTEM, B KOTOpbIX oOpaOaTbIBaeTcs 3aluiaeMas
uHpopManus.

AHTHBHPYCHas 3alIUTA

B nensax oOHapykeHUs M YCTpaHEHHUs BPEIOHOCHBIX mporpamMm B JIOY 1omKHBI
MCIIOJIb30BAThCS CPEJCTBA AHTUBUPYCHOM 3aIIUTHI HHPOPMAIIUH.

O06s13aTEIbHOMY KOHTpPOJIIO CPEACTBOM aHTUBHPYCHOW 3alUThl MHPOpPMAIMK JOJIKHA
nojsexars Jiro0as uHpopMmanus (TeKcToBble (aiiabl J0ObIX ¢GopMaToB, (ailabl JaHHBIX,
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UCTIOJIHAEMBIE (ailiibl), oyyaeMas M NepefaBaeMasl 10 JIOKaJbHOW BBIYMCIMTEIBHON CETH B
TOM 4YHCIE€ M CETAM OOIIEro MOJb30BaHMA, a TaKKe HMHPOpPMaLWs, XpaHHMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTEIISAX UH(OPMAIIHH.

[Ipu ycTaHoBKE MNPOrpaMMHOTO OOECIIEYeHHs WM €ro OOHOBJCHHS Ha CEBEPHOE
000pyZI0BaHHE JIOJPKHA AaBTOMATHYECKH BBINOJHATHCSA IMpPEABAapUTEIbHAs IPOBEPKA JAHHOIO
IPOrpaMMHOr0 00ecrieueHHsI Ha OTCYTCTBUE BPEIOHOCHOI'O IIPOrPAMMHOI0 00ECTIEYEHHUS.

OOHoBileHMEe 0a3 curHaTyp JUIsl CpeAcTBa AaHTUBUPYCHOM 3aIiuThl HMHG(OpMaIU
JIOJKHBI OOHOBIISATBCS €XKEITHEBHO.

[Tonp3oBarenu Oe3 mpaB agMUHHUCTpaTOpa MH(DOPMALMOHHOW CUCTEMbI HE JIOJIKHBI
UMETh BO3MOXKHOCTb IOJIyY€HHs JOCTyNa K KOH(QUTYpallul aHTUBHUPYCHOTO CPEICTBA 3aIIUTHI
WIH €r0 OTKJIFOUEHUS.

KoHTpoJib 3alIM e HHOCTH NePCOHAIBHBIX JAHHBIX

B menmsix HCKIIOYEHHUsS OHKCIUTyaTallddl YS3BHUMOCTEH IPOrPAaMMHOTO OOECTIeUeHHS
JOJDKHBI TIPOBOAMTCS paOOThl IO BBIABICHUIO, aHANM3Y YSI3BUMOCTEH WHQPOPMALMOHHOM
CHUCTEMBbl M OIEpaTHMBHOE YCTpPaHEHHE BHOBb BBIABJIEHHBIX YsA3BUMOcTed. B Tom umcie
OpraHu3aiysi KOHTPOJIsl yCTAHOBKM OOHOBJICHUS NMPOIPaMMHOI0 00ecrieueHus BKIII0Yas CPe/iCTB
3alUThl HH(OPMALIHH.

Hcnoab30BaHue NPOrpaMMHOI0 obecneyeHus

Breibop mporpammHOro obecnedeHHs I MPOM3BOACTBEHHBIX HYXKI JIOJDKHO
IIPOU3BOJUTHCS B PUOPUTETE K OTEUECTBEHHOMY, BHECEHHOr0 B ENUHBIN peecTp poccuiicKux
IIpOrpaMM JJisl 3JIEKTPOHHBIX BBIYMCIUTENbHBIX MallliH M 0a3 JaHHbIX. B ciydae oTcyTcTBUs
a”asora B EnuHOM peecTpe poCcCHICKMX MPOrpaMM JUIsl 3J€KTPOHHBIX BBIYMCIUTEIbHBIX MAIIMH
u 0a3 JaHHBIX JOIYCKaeTCcsl MCIIOJIb30BaTh IMPOTPaMMHOIO O0ecledeHue HUMIIOPTHOIO
IPOM3BOJICTBA.

Hcnosb3oBanue 3JIEKTPOHHOM MOYTHI

DJNeKTpoHHAas IMouTa JOoJKHA ucnonb3oBatees B JIOY ¢ menpto opraHusanuu oOMeHa
AIIEKTPOHHBIMU ~ COOOIIEHUSIMM MEXAy paboTHUKaMU M CcyObeKkTamMu HH(OPMALMOHHON
0€30MacHOCTH.

[Ipy ucnosb30BaHNM AIEKTPOHHOM ITOYTHI 3aIIPEIIACTCS:

oOMeH wuHpOpMalMer I CIIy)KeOHOro TOJb30BaHUs, a Takke uWH(opMmaluen
OTPaHUUYEHHOIO TOCTYIIa;

IIPEIOCTABIIEHUE JIOCTYIa K DJIEKTPOHHOHM IOYTE C MCIIOJIB30BAaHMEM JAHHBIX CBOEH
YUETHOH 3alMCH TPEThUM JIMLIAM;

nyOnMKalus CBOEro CIIy’KeOHOro ajapeca 3JIEKTPOHHOW IOYThl B 3AJIEKTPOHHBIX
Karajorax,

Ha MOMCKOBBIX MAalllMHAX U JPYIruX pecypcax ceTd VHTepHeT B LeNsiX, HE CBA3aHHBIX C
MCIIOJTHEHUEM CBOUX JTOJKHOCTHBIX 00sS3aHHOCTEH;

MOJANKCKA IO 3JIEKTPOHHON MOYTe HA pa3jMyHble peKJIaMHble MaTepuasbl, JHCTbI
pacChbUIKU, JIEKTPOHHBIE JKypHajibl M T.A., HE CBS3aHHBIE C BBINOJIHEHHUEM I0Jb30BATEIIEM
JOJDKHOCTHBIX 00sI3aHHOCTEH;

OTKpBITHE (3aITyCK Ha BBIMOJHEHNE) (PAiIIOB, MOTYUYEHHBIX 110 3JEKTPOHHON MOYTe

WIN U3 pecypcoB cetu MHTepHeT, 0e3 mpeaBapUTEIbHON MPOBEPKU UX aHTUBUPYCHBIM
IIPOrpaMMHBIM 00€CTIedYeHUEM.

Pabora B ceTsix 0011ero Noab30BaHuUs
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JIOVY ocraBnser 3a co00i mMpaBo OJOKUPOBATH WM OTPAHUYUBATH JOCTYI paOOTHUKAM
K CETSM CBS3M OOIIEro IMOJIb30BaHMs, B TOM 4ucie ceTd VHTepHeT, copepikaHhe KOTOPhIX He
UMEET OTHOLICHUS K MCIIOJIHEHHUIO JOJDKHOCTHBIX 00S3aHHOCTEH, a Takke K MH(POPMAITMOHHBIM
pecypcaMm, coAepXaHUE M HAIpPaBIEHHOCTbh KOTOPBIX 3alpelieHbl 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanuu.

IIpu ucnosab3oBanum cetu UHTEpHeT 3anpenieHo:

UCIOJIb30BATh MPEAOCTABICHHBIIN 10CTYI B ceTh VIHTEpHET B JIMYHBIX LEIIAX;

UCIOJIb30BaTh HECAHKLMOHUPOBAHHBIE IIPOrPAMMHBIE U MPOrPaMMHO-aIapaTHbIE
CpeCTBa, MO3BOJIAIOLIME [T0JIyUYUTh HECAHKIIMOHUPOBAHHBIN JOCTYH K ceTu MIHTepHeT;

myOJIMKOBaTh, 3arpyaTh U PacpOCTPAHIATh MaTEPUAIbI, COAEPIKAIINE HETOCTOBEPHYIO
unpopmanuto o JIOY, a takxke dpanpcuduimponaTs cBoii [P-ampec.

Pe3epBHOe KOnMpoOBaHMe M BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBiIeHHE PE3EPBHOIO KOIMPOBAHUS JOHKHO OCYIECTBISTHCS JUIS:

uHpopmanuu, obpabareiBaeMoll Ha (Dail;loBOM cepBepe U cepBepe NPUIIOKECHUH,
UH(POPMALIMOHHOM CUCTEMBI;

pabouux MecT aAMUHUCTPATOPOB UHPOPMALMOHHONW CUCTEMBI.

YacToTa U peKUM Pe3epBHOIO KOIMPOBAHMS YCTAHABIMBAIOTCA TAKUM 00pa3oM, YTOObI
o0ecrieunTh MMHHMMAJIbHYIO IOTEPIO0 JAHHBIX U OIEpaTUBHOE BoccTaHoBieHHe. Hacrtpoiika
PE3EPBHOTO KOMMPOBAHUS M BOCCTAHOBIICHHS PECYPCOB HH(DOPMAIIMOHHBIX CHCTEM JOJDKHBI
IIPOBOAUTDH YIIOJHOMOYEHHbIE PAOOTHHUKHU.

Pe3epBHOE KONMpPOBaHKE JOJIKHO OCYIIECTBISATHCS B ABTOMATUYECKOM PEXKUME

C TPUMEHEHUEM OTEYECTBEHHOI'O CIELHAIU3UPOBAHHOTO CPEJCTBA PE3EPBHOIO
KOIMPOBAHUS C JEHCTBYIOLUIMM CEpPTU(UKATOM COOTBETCTBUS IO TpeOOBaHUAM 0€30IacCHOCTU
unpopmanuu @CTIK Poccun.

6. OCHOBHBIE TPEBOBAHUSA K IPOLHECCAM YIIPABJIEHUSA
UH®OPMAIIMOHHOHN BE3OIMMACHOCTHIO

MoHHUTOpUHT HHPOPMAIIMOHHON 0€301acHOCTH

Ha  mocrosHHOW ~ OCHOBE  JODKEH  TNPOBOAUTHCS  KOMIUIEKCHBIM — aHaiIu3
(GYHKIIMOHUPOBaHUSI UH(POPMAIIMOHHOW CHCTEMBl U BO3HHUKAIOMIMX COOBITUN MH(OPMALMOHHON
6e3omacHocTH. [Iporiecc MOHUTOpUHTA CUCTEMBI 00ecrieueHrss HHPOPMaIIMOHHOM 0€30MacHOCTH
JIOJDKEH BKJIIOYAaTh B ce0S KOHTPOJIb OPraHM3AIMOHHBIX M TEXHUYECKMX Mep IO 3alluTe
UH(OPMalINK, aHAJIN3 MTApaMeTPOB KOH(UTYPALIUN U HACTPONUKHU CPEACTB 3aIlIUThl HH(OPMAIIHH.

ITpu npoBeieHUN KOHTPOJIBHBIX MEPOIIPUATHH, CBA3aHHBIX C OLIEHKOM peann3aiyu Mep
0 3aIIKTe HHPOPMALIUH, YIIOJTHOMOYEHHBIE pAOOTHUKH JTOJKHBI IPUICPKHUBATHCS CIIETYIOIUX
NPUHIUIIOB!

He HapymaTth QyHKIMOHUpOBaHHE AesTenbHocTH JJOY;

JeicTBOBaTh B COOTBETCTBUH c YTBEPKACHHBIMU OpraHU3aI[MOHHO-
pacnopsANTEIbHBIMU JOKYMEHTaMH 10 3alIUTe HH()OPMALINH;

HE CKpBIBAaTh (PaKThl BBIABICHHBIX COOBITHI HH(OPMAIIMOHHON 0€30MacHOCTH;

oopMIATH OTYETHI, MOATBEP)KIAIONIME BBIMOJIHEHHE MEPONPHUATHHA 10 3aluTe
UHpOpMaLINH.

Wudopmanus, noiaydeHHas B XOJ€ NPOBEICHHUS KOHTPOIUPYIOIIMX MEPONpPUATHH O
NENCTBUSAX, COOBITUSAX U IapaMmeTpax, MMEIOIIUX OTHOUIEHHE K pealu3alli Mep MO 3alluTe
uH(pOpMaLnH, T0JKHA KOHCOIUIUPOBATHCS U XPAaHUTHCS B MECTax, UCKIIIOYAIOLIUX MOJIyYeHHE
K HEell HECAaHKI[MOHWPOBAHHOT'O JIOCTYTIA.

13



MOHUTOPUHI ~ JAaHHBIX O  3apErMCTPUPOBAHHBIX  COOBITUSAX  HMH(OPMALMOHHOMN
0€30MIaCHOCTH  JIOJDKEH TIPOBOAMTHCS, IO BO3MOXKHOCTH, C HCIOJB30BAHUEM CHCTEMBI
MOHUTOPHHTA WHIMJICHTOB WH(GOPMAIMOHHON OE30MaCHOCTH WJIM BCTPOCHHBIX MEXAaHHU3MOB
HACTPOWKM M ayauTa COOBITUH B NPOTrpaMMHBIX W MPOTPaMMHO-aNIapaTHBIX CpPEACTBaX,
UCTIOJIb3YEMBIX B HH(OPMAIMOHHON HH(pACTPYKType.

YnpasjeHue puckamu

OmnpeneneHue BHYTpPEHHMX TpeOOBaHMUM 1O 3amure UHGOpPMALMHU, JOJKHBI
OCHOBBIBAThCSI HAa pe3yJIbTaTax IPOBEIEHUS aHAJIM3a PUCKOB HApyILIEHUs OCHOBHBIX CBOMCTB
6e3omacHOCTH 11 nHPOpMaMoHHBIX pecypcoB JIOY.

OCHOBOIi OLIEHKU PUCKOB JIOJDKHA OBITH OLIEHKA YCIOBHHA U (PAKTOPOB, KOTOPHIE MOTYT
CTaTh MPUYUHON HAPYIICHHUS LEIOCTHOCTH, KOH(HUACHIMAILHOCTH M JOCTYIHOCTH IS
uH(popManmoHHBIX pecypcoB JOY.

PesynbraToM mpoBeneHUS aHaJIM3a PUCKOB JOJDKEH OBITH pa3pa0dOTaHHBIN KOMILIEKC
Mep, HaNpaBJICHHbIX HA CHW)KEHHE BO3MOXXHOI'O HEraTUBHOIO BIIMSHUS Ha OCHOBHYIO
nesrenbHocTs JIOY mpu peanuzanuu TOH WM UHON yrpo3bl 0€30MacHOCTH HMH(GOpMAUM U
o0ecrneynBarOIUX B JalbHEHIIEM JIOCTaTOYHBIN ypOBEHb 3aAIIMLIEHHOCTH HH(OPMAIMOHHBIX
cuctrem JIOY.

YnpaBieHue HHIUAEHTAMU UHPOPMAIIMOHHOI 0€30MaCHOCTH

Hns  obecrieuenus: 3((PEeKTUBHOTO pa3pelieHus HMHIUACHTOB WH(POPMALMOHHOM
6e3onacuoctu B JJOY, MUHMMH3AaIMU TIOTEPh U YMEHBIIEHUS PUCKA BO3SHUKHOBEHUS IIOBTOPHBIX
UHIUJCHTOB  JOJDKHO  OCYIIECTBIISITBCS  YHpPAaBJICHHE HWHIMIACHTaMH  WH(POPMAIMOHHOM
0e30MacHOCTH.

Jis  ynpaBieHHMs HWHIMICHTaMH HMH(OPMAlMOHHONW O€30MacHOCTH JI0JKHA ObITh
co3laHa ciayx0a MOHUTOPMHIa M pEarMpoBaHUs HAa HHIUAEHTHl HMH()OPMAIMOHHOU
0€30I1acCHOCTH, KOTOpasi MOCPEJICTBOM KOMIUIEKCAa CPEJICTB M MEpONpUsATHH a1 cbopa u
KOHCOJIMJAMK MHPOpPMALMU 00 MHIUACHTaX pellaeT JAaHHYIo 3a/ady. B OTHOIIEHUH KakJoro
MPOM3OIIEANIET0 WHIMICHTa PaOOTHUKAMU W3 CIY)KObI MOHHTOPHWHTAa W pearupoBaHUs Ha
WHIMIEHTH HHOOPMAIIMOHHON 0€30MacHOCTH JOJDKEH BBITIONHSATHCS €r0 aHaln3, U pa3padoTka
3 PEKTUBHBIX MEP PEarnpOBaHMUs Ha JTAHHBIN WHIMICHT.

AyauT cuctembl ooecrieueHust THHOPMAITMOHHONW 0€30MaCHOCTH

B mensx omeHku Tekyumiero ypoBHS uHpopManuoHHOH Oe3omacHoctn JIOY Ha
PETYJISIPHOM OCHOBE JTOJIKEH MPOBOJUTHCS ayJUT HH(POPMALIMOHHOM 6€30MacHOCTH.

BHyTpeHHME ayuThl TOJKHBI BBINOJIHATHCS paboTHUKaMU. B umcio 3axay, perraeMbix
IpY IPOBEIEHUH BHYTPEHHUX ayAUTOB HH(POPMALIMOHHOM 0€301acHOCTH, BXOJIAT:

cOop W aHanM3 WCXOIHBIX JAHHBIX OO0 OpraHW3alMOHHON H  (DYHKIMOHAIEHOU
CTPYKTYpe HH(POPMAITMOHHBIX CHCTEM, HEOOXOIUMBIX JIJISl OIIEHKH COCTOSTHUSI CHCTEMBI 3aIIUTHI
uH(pOopMaLnu;

aHaJN3 YTBEPKICHHBIX OPTraHU3aIMOHHO-PACTIOPSAUTEIBHBIX JTOKYMEHTOB TI0 3allUTe
uHpOpPMAllUM Ha TMpeAMeT HUX MOJHOTHI M 3(P(PEKTUBHOCTH, a Takxke (OpMUPOBaHUE
pPEKOMEHIalUH 110 UX 10paboTKe UITH pa3pabOTKU HOBBIX;

obocHoBaHKE (UHAHCOBOU 3(P(HEKTUBHOCTH BHOBH MPHOOPETAEMBIX CPEACTB 3ALIUTHI
uHpOpMaINH;

MpoBEpKa TPaBWIBHOCTA BBIOOPA M HACTPOWKH CpPEACTB 3alIUThl MH(OPMAINH,
(dbopMEpOBaHUE TPEIIOKESHUN TI0 UCTIOIB30BAHIIO HMEIOIIMXCS CPENICTB 3AIIUTHl HHPOPMAIIUU
JUTSI TIOBBIIIICHUS YPOBHS HAJEKHOCTH B O€30MTaCHOCTH WH(POPMAIIMOHHBIX CHCTEM,
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aHaJIM3 OTYETOB IO MPOMU3OIIEIIINM HHIMIAEHTaM HH(OpMalMOHHONW 0e30MacHOCTH U
MPUHATBIM MEPAM T10 UX Pa3pEeLICHUIO.

IHoBbIIeHNE 0CBEIOMIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuu KOMIUIEKCHOTO TPOTHUBOACUCTBUSL Yrpo3aM O€30MacHOCTH
uH(pOpMaIlMK, UCXOAAINUM OT pPAOOTHUKOB JIOJDKHA TIOCTOSHHO — IMOBBIMIATBCS — UX
OCBEJIOMJICHHOCTb B 00JIACTH 3aIIUTHI HHPOPMAIIUH.

7. 3AKJIIOYEHHUE

[Ipu n3mMeHeHun NerCTBYIONMIEro 3aKoHoAaTeNIbeTBa Poccuiickoit Menepanuu B 001acTH
3aUThl MH(OPMALMK, a TaKke OpPraHu3allMOHHO-PACIOPSAUTEIbHBIX JOKyMeHTOB Komwurer
Hacrosinias [lonuTrka U M3MEHEHUs1 K HEel MPUMEHSIOTCS B YacTH, HE MPOTUBOpEYAIle BHOBb
MPUHATHIM 3aKOHOJIATEIBHBIM U MHBIM HOPMATUBHBIM aKTaM, a TAKKE BHYTPEHHUM JOKYMEHTaM
Komurer.

Bce TpebGoBanusi, ycTaHOBIIEHHBIE JEHCTBYIOIIMM 3aKOHOJATENLCTBOM Poccuiickoi
®denepanny, NOA3aKOHHBIMM AKTaMU U JIOTOBOPHBIMM OTHOILICHUSIMH, a TaKXe IOAXOA K
00€eCrevYeHnI0 COOTBETCTBUSL 3TUM TPEOOBAHUAM JIOJDKHBI OBITH SIBHBIM O0pa3oM OIpe/esIeHBbI,
JIOKYMEHTHUPOBAHBI U MOJIEPKUBATHCS B AKTyaIIbHOM COCTOSIHUU.

JIOVY B npuOpUTETHOM HaIpaBiIEHUU JOJKEH pacCMAaTPUBAThH MEPEXOJ] MPOrPaMMHOIO
o0ecrieueHne OTEUEeCTBEHHOTO IMPOM3BOJUTENS, BKIOYEHHOTO B €IMHBIA PEeCcTp POCCHUHUCKHUX
porpamMMm JUIsl 3JIEKTPOHHBIX BBIUYMCIUTENBHBIX MAlllMH U 0a3 JaHHBIX. B TOM uuncie mo vactu
CEpPBEPHOr0, KOMMYTAIIMOHHOTO OOOpYJOBaHUSI W MPOTrpaMMHO-ANMNapaTHBIX CPEJNCTB,
BKJIFOYEHHBIX B EJWHBIA peecTp pOCCHIMCKON pPaaMOIEKTPOHHOM mNpoxaykuuu. IlepecMorp u
BHECEHHE HW3MEHEHUM B Hacrosulyro I[lomuTuky OCyHIecTBISIOTCA Ha NEPUOJUYECKOH H
BHEILJIAHOBOM OCHOBE.

8. CIIMCOK UCIIOJBb30BAHHBIX HCTOYHHUKOB

1 DenepanbHbIA 3aKOH OT 27.07.2006  Ne 149-@3 «O6
uH(popMalui, HTHPOPMAIIMOHHBIX TEXHOJIOTUAX U O 3aIIUTE HHPOPMALIUN.

2 ®enepanbhblil 3ak0H 0T 06.04.2011 Ne 63-D3 «OO0 351€KTPOHHON TOJITUCHY.

3 ITocranoBnenue IIpaBurensctBa Poccniickoit @enepanyu ot 01.11.2012 Ne 1119

«O06 yTBepxk/1eHUH TpeOOBAHUH K 3aIlUTE MEPCOHATBHBIX JaHHBIX IPU UX 00paboTKe

B UH(OPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TAHHBIXY.

4 Konuenmuss uHpopManMoOHHON  0€30MacHOCTH  MCIOJHUTENBHBIX  OpPIaHOB
rocynapctBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.

N npyrue nopmatusHsele akThl Poccniickoit denepanun.
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